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How to spot scam emails
SENDER’S ADDRESS

Check the sender’s email
address carefully. Scam emails
may use a fake address that
looks similar to the real one but
has some subtle differences.

SUBJECT LINE

Look at the subject line of the
email. Scam emails may use
urgent or threatening language
such as “Your account has
been suspended” or “You have
an outstanding invoice”. They
may aléﬁ]‘/se_‘generic or vague
terms such as “Important
message” or “Please read”.

CONTENT

Read the content of the email
carefully. Scam emails will often
include spelling and grammar
errors or use poor formatting.
They may ask you to do something
suspicious like providing your
personal or financial information or
_may offer something that sounds
too good to be true such as a job
opportunity, refund or prize!

LINKS AND ATTACHMENTS

Hover over any links or
attachments in the email
before opening them.

Scam emails may use

fake web addresses that

do not match the expected
destination. They may also
use attachments that contain
malware or viruses, such as
.exe, .zip, or .docm files.

For cyber security guidance and advice, please contact your IT Service Desk.



