Step 1: On your PC

Once Multi-Factor Authentication (MFA) is enabled on your account, please follow the steps below.

NHS

NHS

To use the NHSmail shared tenant services you MYM mfa.test01@nhs.net
must review and accept the NHSmail Acceptable
Use Policy (AUP). We are currently making improvements to the security M ore i nfo rmati on re.q ui re.d
No action is needed if you have already accepted of the NHSmail Service by intreducing Multi-Factor
the AUP. Authentication (MFA) for particular types of accounts. Your organization needs more information to keep
Sign in with your NHSmail account . . . your account secure
To enrol for MFA, you will need to register a mobile
@nhs.net telephone number to receive authentication passcodes
{call, SMS or app) when signing in to NHSmail. Use a different account
Password L m - - am aa - - s . -
I 1
I Click me to enrol for Multi-Factor Authentication I Learn more
o ) Note: After the enrolling, please close your browser e S -I
[ Thisis a private computer and sign back in to NHSmail I Next
Forgotten Password? Please visit Self-Service —_———— l
Password Reset Portal.
Sign in with other options
Sign in with other options
1.1 Sign in with your NHSmail 1.2 Select’ ‘Click me to enrol for 1.3 Once redirected to this page, select
account to begin the set up Multi-Factor Authentication’ to ‘Next’ to start the MFA set up process.
process at https://portal.nhs.net/. proceed. Please proceed to the next step using your

mobile.



Step 2: On your PC

Get the app on your phone*

Scan the QR code with your Android or 105 mobile device.

Keep your account secure

Microsoft Authenticator

é Start by getting the app
On your phone, install the Microsoft Authenticator app.z:'\-\:r oad 1(:\-\2 »

After you install the Microsoft Authenticator app on your device, choose "MNext".

want to use a different authenticator app

| want to set up a different method

2.1 Clicking on ‘Download Now’ will open a new window with 2.2 Scan the QR code that is displayed with the camera on
the QR code. your mobile phone, pointing your mobile phone at the QR

code (for Android use the QR code displayed on the left side
and for iPhone scan the code on the right side). Please
proceed to the next step using your mobile.



Step 3: On your mobile

3.1 Tap on the pop-up banner or QR code
icon that appears on your mobile phone
screen to be directed to download the
Microsoft Authenticator app on your mobile
phone.
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3.2 Click ‘Get’ or ‘Install’ to download the
Microsoft Authenticator app on your mobile
phone.

3.3 Once installed, click ‘Open’ to launch the
Microsoft Authenticator app on your mobile
phone. Please proceed to the next step using
your PC.
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Step 4: On your PC

Keep your account secure Keep your account secure

Microsoft Authenticator Microsoft Authenticator

Set up your account

6 Start by getting the app
. . R If ted, all tifications. Th dd d select "Work hool”.
On your phone, install the Microsoft Authenticator app. Download now ‘ prompted, allow notifications. Then add an account and selec preorseheo

After you install the Microsoft Authenticator app on your device, choose "Next”. -

| want to use a different authenticator app
Ty N - |
—

| want to set up a different method

L want to set up a different method

4.2 To set up your account on the Microsoft Authenticator app,

4.1 Once the Microsoft Authenticator app is downloaded
please proceed to the next step using your mobile.

on your mobile phone click ‘Next’ on the registration page
on your PC.



Step 5: On your mobile
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= Authenticator Q + 4 Add account 14 Add account

2 WHAT KIND OF ACCOUNT ARE YOU ADDING? WHAT KIND OF ACCOUNT ARE YOU ADDING?
=. P al account == Personal account >
_—e e e e e . . _I

" I I Work or school account .. Work or school account >
[ n
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Other (Google, Facebook, etc.) Other (Google, Facebook, etc.) >

Add work or school account

o - -

Cancel
-
-
-
.
() When you are signed in with your personal account, all (D When you are signed in with your personal account, all
ﬁ p @ = stored passwords, addresses, and other autofill info will stored passwords, addresses, and other autofill info will
) ) - be available on this device. be available on this device.
Passe Verified IDs
——

5.1 Tap the ‘+' or ‘+ Add account’ icon 5.2 Select ‘Work or school account’. 5.3 A pop-up box will then appear on

on your mobile device, to add an your Microsoft Authenticator app

account and continue the enrolment screen, click ‘Scan QR code’. Please

process. proceed to the next step using your
PC.



Step 6: On your PC

Keep your account secure

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next”,

e o[-}
e

I want to set up a different method

6.1 On your system on the Microsoft
Authenticator app screen a QR code
reader will appear. Point the mobile
device to the screen and scan the QR
code.

Keep your account secure

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next”.

Enter the following into your app:

Code: 622796292
URL: https://mobileappcommunicator.auth. microsoft.com /activate/995845925/WEU

Lwant to set up a different method

6.2 Click ‘Next’ to be directed to the next

step and continue the enrolment process.

Keep your account secure

Microsoft Authenticator

Let's try it out

v/

Approve the notification we're sending to your app by entering the number shown below.

L1

I want to set up a different methed

6.3 Take note of the unique number that will
appear on your PC screen and proceed to the
next step using your mobile.



Step 7: On your mobile
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= Authenticator

7.1 A pop-up box will appear on your
Microsoft Authenticator app, enter the

unique number and select ‘Yes'. |

. re you trying to sign in?
Please proceed to the next step using
your PC. Enter the numbser shawn 1o sign in.

g I nter number

Mo, it's not me | ves 1
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Step 8: On your PC

Keep your account secure

Microsoft Authenticator

Motification approved

v/

o -

| want to set up a different method

8.1 Following input of the unique number in the
Microsoft Authenticator app, you will receive the
following message ‘Notification approved’ on your PC.
Click ‘Next’ to proceed.

Keep your account secure

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method: Microsoft Authenticator - notification

2, Microsoft Authenticator
&

iPhane 12

2, Microsoft Authenticator
&

Lenovo AT020a48

8.2 A message will appear confirming that you have finished
your Microsoft Authenticator app set up. Click ‘Done’ to
complete the process.

Congratulations, you have successfully set up MFA!

When you next log in to portal.nhs.net, you will be presented
with a two-digit number. Please proceed to the next step to log
in to NHSmail using MFA.



Step 9: Logging into NHSmail using MFA
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9.1 When logging in to ‘portal.nhs.net’
you will be presented with a two-digit
number.

NHS

For security reasons, we require additional information
to verify your account

To use the NHSmail shared tenant services you
must review and accept the NHSmail Acceptable
Use Policy (AUP).

Mo action is needed if you have already accepted
the AUP.

Open your Microsoft Authenticator app and tap
the number you see below to sign in.

|
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Use a different verification option

[] This is a private computer

Forgotten Password? Please visit Self-Service
Password Reset Portal.

e Approve sign-in?

9.2 The Microsoft Authenticator app
on your mobile device will prompt you
to authenticate the log in.

= Authenticator Q +

Are you trylng to signin?

Enter the number shown 10 sign in
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9.3 Type the two-digit number into the
Authenticator app to complete the
approval and the NHSmail portal will
then open.

You have now successfully logged
into NHSmail using MFA!
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